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The Headlines

Came into effect on 25 May 2018



The Headlines

In practical terms, the long established 8 Rules of Data Protection still prevail. However, 
they are now crystallised in law and have regulatory enforcement.

Promote a common sense approach to data protection

Data protection is not an absolutely right – vital interest etc.

Does the processing activity infringe the data subjects right and freedoms?



Accountability

Organisation must prove they are accountable by:

 Establishing a culture of monitoring, reviewing and assessing data processing 
procedures

 Minimising data processing and retention of data

 Building in safeguards to data processing activities

 Documenting data processing policies, procedures and operations that must be made 
available to the data protections supervisory authority on request



Fines / Penalties
- “The Year of Enforcement”

There are two levels of fines:

 Up to €10 million or 2% of the company’s global annual turnover of the previous 
financial year (whichever is higher)

 Up to €20 million or 4% of the company’s global annual turnover of the previous 
financial year (whichever is higher)



What is Personal Data?

 Data relating to a LIVING INDIVIDAUL who is or can be identified either from data or 
from data in conjunction with other information that is in, or is likely to come into, the 
possession of the Data Controller

 Obvious examples: Name, Date of Birth

 Also a combination of data such as Account Numbers, Address, Email, Telephone 
Number can also be used to identify a person so this needs to be protected

 Data can be automated or manual



Sensitive Personal Data

Data that could be used to process with bias

 Race or Ethnicity

 Health – Physical or Mental

 Philosophy

 Religion

 Politics

 Trade Union Membership

 Offences – Alleged or Actual

 Sexual Orientation



Infringement of Fundamental Rights
 Charter of Fundamental Rights of the EU 2000

“Personal data which are, by their nature, particularly sensitive in relation to fundamental 
rights and freedoms, deserve specific protection as the context of their processing may 

create…risks for the fundamental rights and freedoms.”  - Recital 51, EU GDPR  

 Right to the protection of personal data concerning him or her. 

 Such data must be processed fairly for specified purposes and on the basis of the 
consent of the person concerned.  Article 8

 In short, EU Charter of Fundamental Rights stipulates that EU citizens have the right to 
protection of their personal data.



 Enhanced rights of individuals – right to be forgotten, right to restrict processing, right to 
data portability

 GDPR establishes the rights in the Regulations Articles 12-23

 Enhanced rights of individuals – right of access, right to be forgotten, right to restrict 
processing, right to data portability

In Focus



 Main point of focus is on right of access by the data subject through a vehicle know as a 
SAR (Subject Access Request) mechanism always in place however now more favorable 
to the data subject

 No fee for initial SAR

 30 Day Response time – Inform your HOD/ CEO immediately if SAR received

 Insufficient response may be regarded as a breach by the DPC

 SAR can be issued verbally or in writing. 

 Important for all staff to understand the rights of the data subjects + respond appropriately 

SAR Handling Overview
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 Requests can be received in writing or verbally. Verbal requests are valid so long as the 
identity of the data subject is proven.

 All subject access requests are dealt with centrally by the DPO’s Office

 Where a staff member receives a request it must be forwarded to the DPO’s Office 
without delay and no later than 24 hours after the request has been received. 

 The DPO’s Office shall forward an acknowledgment letter to the applicant confirming 
receipt of the request 

Request Received
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 In cases where an individual’s subject access request is “manifestly unfounded or 
excessive”, The Data Controller may be able to charge the individual for the 
administrative costs of carrying out searches

 Repetitive Requests: where Data Controller receives an identical or similar request 
without a reasonable interval between the first request and any subsequent ones. 

 Processing Frequency: if information is unlikely to have changed between requests, Data 
Controller may decide that they need not respond to the same request twice. 

 Volume of data: where the volume of data that is held in relation to the data subject is 
large, and in respect of which the search, review and redaction of that data is unlikely to 
be possible within the relevant statutory deadline.

 Group requests: – where a large number of requests appear to have been made as part 
of a coordinated attempt to disrupt the activities of Data Controller or for purposes 
other than vindicating the rights of data subjects.

Request Received



 The clock starts once the request is received. 

 The general timeframe for providing a response to a subject access request is without 
undue delay and no later than one month of receipt of the request

‘One Month’ Is not defined in the regulation. Practical application dictates that 
responses should be issued within 30 days. 

Deadline to Respond
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 Establish the parameters of the initial request

 The data controller has the right to correspond with the claimant to 

 Narrow the scope of the request if appropriate

 Request additional information from the data subject that may assist the data controller in 
fulfilling the request

 The Data Controller will make a judgement on whether there is bona fide cause to 
either limit the response or extend the deadline if the request is overly burdensome

 It is advised that you restrict the response to personal data only, to exclude data 
generated in the ordinary course of conducting business.

Scope of Request



 Server + Email Search

 Where the facility exist search the Organizations Email Server + Networks 

 Manual data 

 Manual files, such as for example personnel files in the name of the data subject, should be 
reviewed and the relevant personal data of the data subject should be extracted.

 Laptops & storage devices

 Where it is likely that personal data will be held on laptops or other storage devices which are 
not connected to the main network, the IT department should be asked to perform a search 
for personal data held on those devices

Locating Records



 The Organization should review the material in order to determine whether any of the 
data falls within the following categories: 

 personal data relating to third parties; 

 information which is not personal data; or 

 personal data covered by an exemption under the GDPR or national implementing legislation

Exemption Review



 Under the GDPR and national implementing legislation, it is possible to restrict and/or 
refuse access to certain documents if they are exempt from disclosure. Some examples 
set out below:

 It contains an expression of opinion given in confidence or on the understanding that it would 
be treated as confidential;

 it is not possible to supply a copy of the personal data or it would involve a disproportionate 
effort;

 it contains information used for the prevention, detection, investigation and prosecution of 
criminal offences and the execution of criminal penalties;

 it contains information used in contemplation of or for the establishment, exercise or defense 
of a legal claim or legal proceedings (or prospective legal claims or proceedings) whether 
before a court, statutory tribunal, statutory body or an administrative or out of court 
procedure;

 it contains communications which are legally privileged. 
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Exemption Review



 Once all of the above stages have been completed the data cleared for release 

 The data subject will then have access to the data via a secure portal 

 A copy of the information sent to the requestor will be retained in Redflare

 Where information is redacted in the version released, a copy of the un-redacted 
version will be available to the DPO

Release Information



 WDA have been involved in 5 SARs in 2018. 

 The data reviewed in each instance did not include much data other than ordinary 
course of business information however, it took a significant amount of time to collate, 
review and release the information. 

 Maintain discipline in operational discussions i.e. minimize cc’ing on email chains 
relating to personal data/ personal issues; be conscious if cc’ing new correspondents 
into existing conversations; 

 Be cognizant of not collecting or retaining excessive data. If the collection of data does 
not have a stated purpose do not collect / retain. It is no longer appropriate to retain 
data on the basis that it may be of use. 

Organizational Impact of SARs



To Receive Less Email

Send Less Email



 SPECIFY YOUR SUBJECT LINE CLEARLY 

 If you receive email you think is inappropriate / not relevant, ask to be removed from the email thread

 FREE FEEL TO ADD NO REPLY NECESSARY AT THE TOP OF YOUR EMAIL 

 When you don’t anticipate or need a response

 AVOID REPLY ALL – only CC or BCC is someone REALLY needs the information.

 TO – the person(s) you want to take action

 CC – the person(s) you want to make aware (no direct action to be taken)

 BCC – as above but no other recipients are aware of their inclusion

 CONSIDER IF EMAIL IS THE BEST TOOL FOR THE JOB

 If more appropriate, pick up the phone and talk to someone

 If the conversation is delicate / personal, do not have it on Email

 Only ever discuss public matters – if you would not divulge the information in a crowded room, do not email it

 Be careful with confidential information!

 CORPORATE EMAIL 

 CIE Tours essentially owns your email account

 You are representing the company on every email you send

Suggested Best Practice: Email



 Enhanced data security and breach notification standards 

 Increased fines for non-compliance (up to €20 million or 4% of total worldwide annual 
turnover for very serious breaches)

 Data subjects will have a right to sue for damages – distress, discrimination, identity 
theft or damage to reputation

 Identified breaches must be escalated immediately to CEO + DPO

 72 hour window to contact Office of DPC

 DPO must conduct risk assessment on impact and recoverability of the breach before 
contacting the DPC 

Breach Handling
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Roles & Responsibilities

Each user is responsible for:

 Complying with the terms of this policy and all other relevant CIÉ Tours policies, 
procedures, regulations and applicable legislation;

 Respecting and protecting the privacy and confidentiality of the information they 
process at all times;

 Reporting all misuse and breaches of this policy to their line manager.



Breach Identification 

 Waiting for this…



Breach Identification 

 No one’s looking for the cracks 



Types of Data Breach

Human Error System Issues Malicious Attacks

Consequences of Breach

Potential for Large Fines 
& Claims for Damages

Reputational Damage 
and Loss of Credibility

Government 
Investigations



Human Error



Human Error
 Electronic mis-delivery of sensitive information to wrong recipient

 Emailed addressed to wrong recipient

 Data loss or inadequate disposal of data, including paper records

 Inadequate record filing and organization

 Losing an unencrypted laptop, phone, tablet, USB or handheld device

 Erroneous disclosures

 Redaction, anonymization and data minimization



System Glitches
 Software Failures 

 Control: Regular System Updates

 Inadvertent Data Dumps

 Identification or Authentication Failures (Wrongful Access)

 Data Recovery Failures



Malicious or Criminal Attacks
 Physical Theft or loss

 Weaknesses in security systems exploited

 Misuse of Privileges by Rogue Employee or other insiders

 Limitation and controls on access  

 Point of Sale Intrusions

 Integrity of business destroyed

 Government or Competitor Espionage 

 Trade secrets of business methods can be stolen



Malicious or Criminal Attacks
 Social Engineering

 Phishing emails – the genesis of 67% of cyber attacks

 Dedicated Denial of Service Attacks (DDoS)

 Business can be suspended for duration of directed attack

 Cyber extortion 

 Ransomware decreasing but sophistication on the rise

 Viruses and Malware 

 Entire business IT systems can be compromised 



Potential Causes
 Weak & Stolen Credentials

 Passphrases instead of passwords – harder to hack

Example: Gr34tExpect4t10n$ – memorable and robust passphrase

 User error

 Have system controls in place to limit damage caused by human error

 Social Engineering

 Training and awareness to detect and avoid

 Malware, Spyware 

 Strong cyber security defenses, regular system updates and testing



Potential Causes
 Physical Attacks

 Fraud is profitable – constant vigilance to attacks and risk 

 Backdoor Applications

 IOT devices, wireless printer etc. are weak points - all need to be secure 

 Insider Threats

 Organizational negligence due to lack of training and awareness

 Too much access

 Limit access on a purpose limitation basis



Privacy Risk Assessment
REPORTING 

 First point of contact for all data breaches to be notified

 Breach response plan to be implemented – Internal/external breach

 Identify stakeholders

 Breach response team could include DPO, Penetration testers, Data recovery Specialists, 
IT support

 All breaches should have a default severity level of moderate to high/critical

 Data breach training for key staff



Legalities
REPORTING A BREACH

 Obligation to notify Data Protection Commissioner of a breach within 72 hours of 
becoming aware

 Where a breach is likely to result in a high risk to the affected individuals, organizations 
must also inform those individuals without undue delay

 To facilitate the assessment of a breach, organizations there should have a high-quality 
risk management process and robust breach detection, investigation and reporting 
process. 

 Review circumstance and assess breach for materiality 



Braches – the Aftermath

IDENTIFY – What? When? How? Why? Where?

COULD DATA BREACH HAVE BEEN PREVENTED?

ANALYSE ADEQUACY OF PREVENTION MEASURES?

ANALYSE LIKEIHOOD OF REOCCURRENCE

IMPROVE PROCESSES TO AVOIDE FUTURE BREACH



 Common Sense is critical – think “does this infringe the fundamental rights and freedoms of 
the data subject?”

 Continued Training and awareness 

 Be prepared to deal with data subject rights & member queries 

 Understand Legal Basis for Processing 

 Know why / when consent is being obtained

High Line Takeaways



Most Asked Questions
 Can we contact our customers?

 Can we contact former customers?

 What is the purpose? Do you have legitimate purpose/ consent? 

 What is our Data Retention Policy?

 Archiving/ destruction?

 What’s the risk? Doe sit pose a threat?  Where are the real threats? SLAs, Sub-processors, etc. 


